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HIPAA Compliance for Remote Workers

Who Must Comply With HIPAA?

Covered Entity
Health Care Provider — Health Plan — Health Care Clearinghouse

Business Associate
On behalf of a Covered Entity
e Creates, Receives, Maintains or Transmits Protected Health Information
(PHI) for a function or activity regulated by the HIPAA Rules
e Provides Services involving disclosure of PHI from a Covered Entity or
from another Business Associate

Subcontractor Business Associate
On behalf of a Business Associate
e Creates, Receives, Maintains or Transmits PHI for function or activity
regulated by the HIPAA Rules
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HIPAA Compliance for Remote Workers

What Are We Going to Cover?
Impact of the Pandemic
Remote Work —the New Normal
Why Protecting PHI Privacy is Essential

HIPAA Rules and Remote Work Protocols

Privacy
Security
Breach Notification

Remote Work Guidelines
Conclusion, Discussion, Questions, Comments
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HIPAA Compliance for Remote Workers

PANDEMIC!

SUDDENLY ALMOST EVERYONE IS WORKING FROM HOME
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HIPAA Compliance for Remote Workers
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HIPAA Compliance for Remote Workers

Safety — Every aircraft has Checklists
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HIPAA Compliance for Remote Workers

REMOTE WORK — THE NEW NORMAL

REMOTE AND HYBRID WORKFORCE SOLUTIONS
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HIPAA Compliance for Remote Workers

HIPAA Rules — Compliance Checklists for Every Workplace
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential

AT EVERY WORKPLACE
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

https://oig.hhs.gov/fraud/consumer-alerts/medical-identity-theft/

Medical Identity Theft
What is Medical Identity Theft?

Medical identity theft is when someone steals or uses your personal information
(like your name, Social Security number, or Medicare number), to submit
fraudulent claims to Medicare and other health insurers without your authorization.
You should protect your personal information, check medical bills and statements,
and report questionable charges or fraud.
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

PRI=
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

HHS OIG Medical Identity Theft Video
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

HHS OIG Medical Identity Theft Video
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

Medical Identity Theft is the fastest growing form of Identity Theft
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

Only two things are needed for Medical Identity Theft:
|dentity of a Patient — Identity of a Provider
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market

| got a call one evening — | gave him my Medicare Number and my Debit Card Number
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market
Criminals Attack People of All Ages &

All Walks of Life
e Social Engineering
Clever Scripts & Messages
e Coronavirus Scams
* Vishing
e Phishing
e Smishing
 Email — Cell Phone Number Harvesting
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Criminal Black Market
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HIPAA Compliance for Remote Workers

Why Protecting PHI Privacy is Essential
Medical Identity Theft — Patient Safety

www.thehipaaetool.com Protecting Patient Privacy is our Job® © 2022 ET&C Group LLC

22


http://www.thehipaaetool.com/
https://thehipaaetool.com/
https://attorneyhales.com/

HIPAA Compliance for Remote Workers
Why Protecting PHI Privacy is Essential

EQUIFAX DATA BREACH

Equifax Says Cyberattack May Have Affected 143 Million in the U.S.

September 9, 2017

Equifax data breach could create lifelong identity theft threat

September 17, 2017

Key Equifax executives departing after huge data breach
September 26, 2017

Equifax dumps CEO in wake of damaging data breach
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HIPAA Compliance for Remote Workers
Why Protecting PHI Privacy is Essential

EQUIFAX DATA BREACH

Equifax Breach Caused by Lone Employee’s Error Former CEO Says

The company said unpatched software

had been to blame

but Mr. Smith went further, describing how

“human error and technology fai
turned a single oversight into a data

ures”
oreach

allowing attackers to obtain persona

details

on nearly half of America’s population

www.thehipaaetool.com
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HIPAA Compliance for Remote Workers

HIPAA RULES AND REMOTE WORK PROTOCOLS
PRIVACY — SECURITY — BREACH NOTIFICATION

HIPAA RULES ARE THE BASIS FOR REMOTE WORK CHECKLISTS
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HIPAA Compliance for Remote Workers

HIPAA Rules
Are Easy to Follow
Step-by-Step
When You Know the Steps
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HIPAA Compliance for Remote Workers

HIPAA Rules
Are a Blueprint
To Protect
Your Organization
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HIPAA Compliance for Remote Workers

HIPAA for Remote Workers
Is about Fundamentals
Policies — Procedures — Training
Risk Analysis and Risk Management
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HIPAA Compliance for Remote Workers

HIPAA Rules
Health Insurance Portability and Accountability Act of 1996

[
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HIPAA Compliance for Remote Workers

HIPAA Rules
Health Insurance Portability and Accountability Act of 1996

Privacy Rule — Security Rule — Enforcement Rule

Health Information Technology for Economic and Clinical Health Act
HITECH Act
Breach Notification Rule

HIPAA and HITECH apply to Covered Entities and Business Associates
of all sizes that handle PHI
The HIPAA Rules are flexible — to be achievable by all types and sizes

of Covered Entities and Business Associates
— designed to guide — not prescribe precise compliance

Protecting Patient Privacy is our Job® © 2022 ET&C Group LLC 30
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HIPAA Compliance for Remote Workers

HIPAA Rules
Health Insurance Portability and Accountability Act of 1996

1991 Tcea  Yelephone Consumer Protection Act of 1991

Subject: Telecommunications Sent Automatically — Landline, Fax, Cell, Text
by Automatic Telephone Dialing System (ATDS) — “Autodialer”1991 Technology
Purpose: Protect Consumers from Nuisance & Invasion of Privacy
Exception — “Safe Harbor” — Consumer’s Prior Express Consent
Enforcement: FCC, State Attorneys General, Civil Fines, Private Lawsuits _

2019 TRACED Act (Telephone Robocall Abuse Criminal Enforcement and Deterrence Act)
2021 FCC Regulation
addresses prior consent exemption for certain healthcare-related calls

to a wireless number given by a patient to a healthcare provider

Exempted calls may not include accounting, billing or debt-collection content
and must comply with HIPAA Privacy Rules
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HIPAA Compliance for Remote Workers

HIPAA Rules
Health Insurance Portability and Accountability Act of 1996

Telephone Consumer Protection Act of 1991
“Healthcare Provider Exemption”
Voice and Text Messages by or on behalf of Healthcare Provider
to a Wireless Number must comply with HIPAA privacy rules
HIPAA Privacy & Security Rules — 3 Steps — Unencrypted Text Messages
“Duty to Warn”

Warning — Agreement — Documentation
Documents Prior Express Consent in writing

TCPA “Safe Harbor”
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HIPAA Compliance for Remote Workers

HIPAA Rules

Privacy Rule — the Fundamental Rule — All PHI
e Administrative Requirements
e Uses and Disclosures of Protected Health Information (PHI)
e PHI Privacy Rights of an Individual

Security Rule — ePHI — PHI transmitted or maintained Electronically

 Administrative, Physical and Technical Safeguards to prevent Uses and
Disclosures of ePHI that violate the Privacy Rule

Breach Notification Rule
e Defines “Breach” — Access, Acquisition, Use or Disclosure of PHI that
violate the Privacy Rule
 Steps to identify a Breach
e Steps to make Required Notifications of a Breach
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HIPAA Compliance for Remote Workers

HIPAA Rules
Privacy Rule — the Fundamental Rule — All PHI

e Requires appropriate Administrative, Technical, and Physical safeguards
to protect the privacy of PHI — flexible — achievable — not precise
Examples of specified safeguards:

e Written Policies and Procedures — specific to entity’s PHI activities
e Training — specific to staff member’s PHI-related work

e Sanctions — discipline for violating Policy or Procedure

Example from OCR Enforcement

 Lincare Inc. judgment — in-home health services — no Policies and
Procedures to protect PHI removed from office — paper records

* Lincare office procedure — PHI in secure filing cabinets
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HIPAA Compliance for Remote Workers
HIPAA Rules

Security Rule — ePHI = PHI transmitted or maintained Electronically

e Security Rule Standards and Implementation Specifications
Written Policies and Procedures

e Administrative Safeguards
Example
e Information System Activity Review

e Physical Safeguards
Examples
e Device and Media Controls — BYOD Policy

e Technical Safeguards
Example
e Access Control
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HIPAA Compliance for Remote Workers

Information System
Activity Review
Policy and Procedures
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HIPAA Compliance for Remote Workers

Device
and Media
Controls
Policy and
Procedure
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HIPAA Compliance for Remote Workers

Access Control
Policy and Procedures
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HIPAA Compliance for Remote Workers
HIPAA Rules

Breach Notification Rule

e Written Policies and Procedures
 |dentify a Breach
e Document an Incident was not a Breach
e Breach Notification Content and Delivery Requirements
e Document all required Breach Notifications were made

e Special Circumstances
e Law Enforcement Delay

e Mitigate harm
* Protect against further Breaches
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HIPAA Compliance for Remote Workers

Workshee Breach

Potential Risk
Breach Assessment

Report Tool
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HIPAA Compliance for Remote Workers

REMOTE WORK GUIDELINES

CREATING A REMOTE WORK CHECKLIST FOR YOUR ACTIVITIES
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HIPAA Compliance for Remote Workers
Remote Work Checklist

Risk Analysis — PHI at Remote Location
* Where do you maintain PHI
* |n what form or format do you maintain PHI
* Who has access to your workspace

OW C
OW C
OW C

OW C

0 you protect the Privacy and Security of PHI

o you dispose of PHI when it is no longer needed

0 you transmit PHI

0 you protect the Privacy and Security of PHI during

transmission
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HIPAA Compliance for Remote Workers
Remote Work Checklist

Risk Management — PHI at Remote Location
Home Office

* Private Workspace

* Locked — and used — File Cabinet for Paper Records
* Encrypted Single Use — Single User Computer

e Virtual Private Network (VPN)

* Encry
* Encry
* Encry

oted Single Use Portable Devices — Thumb & Backup
oted Single Use — Single User Mobile Devices

ot Emails and Text Messages

e Crosscut Shredder — Sanitize Electronic Devices before Disposal
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HIPAA Compliance for Remote Workers
Remote Work Checklist

Risk Management — PHI at Remote Location
On the Road
e Encrypted Electronic Devices
* Keep Encryption Key safely separate from Encrypted Device
* Never Use Public Wi-Fi
e Virtual Private Network (VPN)
* Take care to prevent being overheard
* Manage Paper — Keep your Eyes and Hands on it
e Locked Document Case
* Bring home to shred
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HIPAA Compliance for Remote Workers
Remote Work Checklist

Enterprise Risk Management — PHI at Remote Location
Remote Work Policy and Procedures
* Provide, Maintain and Update all Electronic Devices
* Encrypt, Install Protective Software and all Software Updates
e Remotely Monitor Electronic Device Activity
e Establish Organization Secure Virtual Private Network
 Maintain PHI in the Organization’s secure cloud storage
e Use Encrypted Email and Text Message Services
* Provide Regular Training — Remote Work Privacy & Security
e Establish Procedures for Destruction of PHI
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HIPAA Compliance for Remote Workers
Concluding Discussion, Questions, Comments

It’s Your Turn

Questions, Comments, Suggestions
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HIPAA Compliance for Remote Workers

We have reviewed
Impact of the Pandemic
Remote Work —the New Normal
Why Protecting PHI Privacy is Essential

HIPAA Rules and Remote Work Protocols

Privacy
Security
Breach Notification

Remote Work Guidelines
Conclusion, Discussion, Questions, Comments
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HIPAA Compliance for Remote Workers

Thank You

Paul Hales, J. D.

Paul.Hales@AttorneyHales.com

314-534-3534
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